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WHEN WAS THE TERM USED FOR THE FIRST TIME?

26th of October 1997



WHO HYPED ALL THIS?

“What's interesting [now] is that there is an emergent new 
model, and you all are here because you are part of that new 
model. I don't think people have really understood how big 
this opportunity really is. It starts with the premise that the 
data services and architecture should be on servers. We call it 
cloud computing – they should be in a "cloud" somewhere. 
And that if you have the right kind of browser or the right kind 
of access, it doesn't matter whether you have a PC or a Mac 
or a mobile phone or a BlackBerry or what have you – or new 
devices still to be developed – you can get access to the 
cloud.”

Mr. Eric Schmidt, Chairman & CEO Google 
Search Engine Strategies Conference, 9th of August 2006 
http://www.google.com/press/podium/ses2006.html



DEFINITION OF CLOUD COMPUTING

A model for enabling convenient, on-demand broad network 
access to a shared pool of configurable computing resources that 
can be rapidly provisioned & released with minimal management 
effort or service provider interaction and with automatic 
measuring, controlling & optimization.  

 5 characteristics 
 3 service models  
 4 deployment models 

NIST, Definition of Cloud Computing, October 2009



NIST, Definition of Cloud Computing, October 2009 
ISACA, Cloud Computing: Business Benefits With Security, Governance and Assurance Perspectives, 2010

1. On-demand self-service. 
2. Broad network access. 
3. Resource pooling. 
4. Rapid & elastic provisioning 
(add & withdraw). 
5. Automatically measured, 
controlled, optimized service.

DEFINITION



Cloud Computing Taxonomy & Ontology v1.5 Chris Hoff + 



MAIN CLOUD DRIVERS
1. Optimized resource utilization (pay-as-you-go = near to perfect 

alignment with actual demand). 
2. Cost savings (from capital expenditure (CAPEX) to operational 

expenditure (OPEX) significant up-front & total cost savings + 
transparency of usage charges driving behavioral change in 
organization). 

3. Better responsiveness (on-demand, agile, scalable, flexible services to 
respond to changing requirements & peak periods). 

4. Faster cycle of innovation (flexible patching & upgrading). 
5. Reduced time for implementation (processing power & data storage as 

needed + at capacity needed in near-real time). 
6. Resilience (reduced potential for system failure & risk of downtime).



https://www.ksz-bcss.fgov.be/binaries/documentation/nl/securite/policies/isms_050_cloud_computing_policy_nl.pdf 
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www.ksz-bcss.fgov.be/binaries/documentation/nl/securite/policies/isms_050_cloud_computing_policy_nl.pdf

https://www.ksz-bcss.fgov.be/binaries/documentation/nl/securite/policies/isms_050_cloud_computing_policy_nl.pdf


Cloud Computing Risk Map



http://www.enisa.europa.eu/activities/risk-management/files/deliverables/cloud-computing-risk-assessment 
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1. Gegevensbescherming 
2. Beveiliging van de rekencentra 
3. Logische toegangsbeveiliging 
4. Beveiliging van de systemen 
5. Beveiliging van de netwerktoegangen

1. Clausule met betrekking tot de mogelijkheid voor een "cloud"-provider om een deel van zijn 
activiteiten uit te besteden. 

2. Clausule met betrekking tot de integriteit, continuïteit en kwaliteit van de dienstverlening 
3. Clausule met betrekking tot de teruggave van de gegevens 
4. Clausule met betrekking tot de overdraagbaarheid van de gegevens en de interoperabiliteit 

van de systemen 
5. Clausule met betrekking tot de auditregeling 
6. Clausule met betrekking tot de verplichtingen van de provider inzake vertrouwelijkheid van 

de gegevens 
7. Clausule met betrekking tot de soevereiniteit 
8. Clausule met betrekking tot de verplichtingen van de provider inzake gegevensbeveiliging 

www.ksz-bcss.fgov.be/binaries/documentation/nl/securite/policies/isms_050_cloud_computing_policy_nl.pdf

https://www.ksz-bcss.fgov.be/binaries/documentation/nl/securite/policies/isms_050_cloud_computing_policy_nl.pdf




Never outsource  
what you do not manage 

properly today!  
You always remain 

accountable!



CLOUD CHALLENGES
1. Principles, Policies and Frameworks: 
• Cloud security policy/procedure transparency 
• Compliance requirements 
2. Processes: 
• Adequate security controls 
3. Organisational Structures: 
• Public cloud server owners’ due diligence 
4. Culture, Ethics and Behaviour: 
• CSP business viability 
• Screening of other cloud computing clients 
5. Information: 
• Cloud data ownership 
• Record protection for forensic audits 
• Data disposal for current SaaS or PaaS applications 
6. Services, Infrastructure and Applications: 
• Data location 
• Commingled data 
• Identity and access management 
• Disaster recovery 
7. People, Skills and Competencies: 
• Lock in with CSP proprietary application program interfaces







CLOUD COMPUTING AUDIT PROGRAM
• Planning & Scoping the Audit 
• Define audit/assurance objectives. 
• Define boundaries of review 
• Identify & document risks 
• Define change process 
• Define assignment success 
• Define audit/assurance resources required 
• Define deliverables 
• Communications 

• Governing the Cloud 
• Governance & Enterprise Risk Management 
• Legal & Electronic Discovery 
• Compliance & Audit 
• Portability & Interoperability 

• Operating in the Cloud 
• Incident Response, Notification & Remediation  
• Application Security 
• Data Security & Integrity 
• Identity & Access Management 
• Virtualization
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FOR WHICH DATA?



www.smalsresearch.be

Example pay slip storage
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Example pay slip storage
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GOVERNANCE QUESTIONS THE BOARD OF DIRECTORS SHOULD ASK 
ABOUT CLOUD

1. Do management teams have a plan for cloud computing?  
Have they weighed value and opportunity costs?  

2. How do current cloud plans support the enterprise’s mission?  

3. Have executive teams systematically evaluated organizational 
readiness? 

4. Have management teams considered what existing investments 
might be lost in their cloud planning?  

5. Do management teams have strategies to measure and track  
the value of cloud return versus risk?



Your cloud computing solution 
is as strong …

… as its weakest link



CLOUD REFERENTIES

NIST Special Publication 800-145: The NIST Definition of Cloud 
Computing. NIST, 2011 http://csrc.nist.gov/publications/nistpubs/
800- 145/SP800-145.pdf   

ISACA Cloud Computing Guidance.  
http://www.isaca.org/cloud   

European Union Agency for Network and Information Security  
ENISA  
http://www.enisa.europa.eu/   

Cloud Security Alliance  
CSA  
https://cloudsecurityalliance.org/ 

http://csrc.nist.gov/publications/nistpubs/800-%20145/SP800-145.pdf
http://csrc.nist.gov/publications/nistpubs/800-%20145/SP800-145.pdf
http://www.isaca.org/cloud
http://www.isaca.org/cloud
http://www.isaca.org/cloud
http://www.enisa.europa.eu/
http://www.enisa.europa.eu/
http://www.enisa.europa.eu/
https://cloudsecurityalliance.org/
https://cloudsecurityalliance.org/
https://cloudsecurityalliance.org/


LATEST CLOUD TRENDS : NEW SERVICE OFFERINGS
• Security as a Service (SecaaS) 
– CSP provides standalone MSS ranging from antivirus scanning and mail security to full deployments 
of end-point security. 
– CSP offloads appliance utilization for client, and CPU- & memory-intensive activities are moved to 
cloud services : minimized risk when applying patches/updates (no longer directly linked to the device). 
• Disaster Recovery as a Service (DRaaS)  
CSP offers cloud infrastructure to provide enterprise with DR solution: back-up equipment & storage & 
BCP services.  
– Reducing cost for in-house DR infrastructure (ROI in DR services). 
– Offsite storage=DR environment is less likely to fail in case of major disaster. 
• Identity as a Service (IDaaS)  
– Management of identities in the cloud that is separated from users & applications that use identities: 
managed identity services (including provisioning) or management for both onsite/offsite services. 
Delivering SSO solution can also be part of the cloud service offering. 
– Deliver IAM solution: access & roles are configured by CSP and users are authorized by enterprise 
internal solutions (federated model).



LATEST CLOUD TRENDS : NEW SERVICE OFFERINGS
• Data Storage/Analytics as a Service (Big Data) 
analyze all types of data by taking away constraints on volume, variety, velocity and veracity removed 
through synergy between new technologies & extended capabilities provided by cloud computing. 
Enterprises receive decision-making support from info that results from big data analysis, such as real-
time reporting and predictive analysis. 
• Information as a Service (InfoaaS) 
provides required information: query result is more important than query. 
• Integration Platform as a Service (IPaaS) (“cloud integrator”)  
“a suite of cloud services enabling development, execution and governance of integration flows 
connecting any combination of on premises and cloud-based processes, services, applications and 
data within individual or across multiple organizations.” Cloud integrators help cope with complexity + 
facilitate integration without need to constantly modify & maintain diverse incompatible applications.  
IPaaS enables efficient & cost-saving methods to ensure IT integration throughout enterprise + 
provides more robust solution in areas of data confidentiality, integrity and availability + data GRC. 
• Forensics as a Service (FRaaS) 
“establishes cloud forensic investigative process, which can be implemented within cloud, integrated 
with tolls that should endure relevant information gathered, verified and stored in a manner that is 
forensically sound & legally defensible.”



LATEST CLOUD TRENDS : CLOUD SERVICE BROKER (CSB)
Third-party provider with access to multiple data centers & cloud service 
offerings.  
CSB integrates & tailors those various services into 1 service that can be 
intertwined with enterprise in-house applications and systems. 

Advantages: 
• helps enterprise to determine best possible framework for integration with cloud services. 
• can guarantee interoperability between various cloud services needed. Additional support 

for in-house applications ensures cloud adventure integrates seamlessly within enterprise 
environment. 

• because of integration with various CSPs, going cloud becomes cost-effective. 
important prerequisites:  
• cloud computing standards to increase benefits & reduce risk.  
• cloud standardization will help CSPs & users build more robust portable solutions.



LATEST CLOUD TRENDS : CLOUD STANDARDIZATION
Moving to the cloud still provides many challenges : Portability, 
interoperability, certifications, correct service level agreements (SLAs) 
and knowing what to expect.  
Governments are encouraging cloud standardization and are working on 
developing legislation concerning cloud. EU has Cloud Select Industry 
Groups (C-SIGs) currently working on cloud code of conduct, voluntary 
datacenter certification, standardized SLAs and data protection. 
Certifications in cloud operations, security or code development are 
important for enterprises & individuals. 



LATEST CLOUD TRENDS : G-CLOUD 
Public-sector IT investments are increasingly influenced by  
• financial constraints,  
• rapidly aging technology 
• higher standard of service delivery that is demanded by the community.  
G-Cloud = government’s answer to new approach of IT sourcing & 
management and is considered critical to  
• achieve value,  
• decrease cost of its IT infrastructure,  
• drive innovation  
• support sustainable investments 
A second evolution in G-Cloud is its deployment to citizens = cloud broker 
service to supply various cloud solutions to citizens






